Vulnerability in various Products for September 21-30, 2021, as informed by CERT-In for necessary actions

Detailed Vulnerability Note may be seen from CERT-In Website

https://www.cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES01&VLCODE=CIVN-2021-XXXX, substituting XXXX with the number in second
column

Kindly confirm action taken by your organisation/department.

S |CERT-in Product Vulnerability Threat Description Vulnerability [Vendor URL/ Action
No Vulnerability Rating
Note No
2 |CIVN-2021- |*Acrobat DC and Acrobat Reader DC |Multiple vulnerabilities have been re-|High https://helpx.adobe.com/secu-
0236 (Continuous) versions 2021.005.20060 |ported in Acrobat DC and Acrobat rity/products/acrobat/apsb21-
and prior for Windows Reader DC, which could allow an at- 55.html
*Acrobat DC and Acrobat Reader DC |tacker to execute arbitrary code, gain
(Continuous)versions 2021.005.20058 |escalated privileges, read and write ar-
and prior for macOS bitrary system files and cause denial of
*Acrobat 2020 and Acrobat Reader service condition on the targeted sys-
2020 (Classic 2020) versions tem.
2020.004.30006 and prior for Win-
dows & macOS
*Acrobat 2017 and Acrobat Reader
2017 (Classic 2017) versions
2017.011.30199and prior for Windows
& macOS
7 |CIVN-2021- |Google Chrome Version prior to Multiple vulnerabilities have been re-|High https://chromereleases.google-
0241 94.0.4606.54 ported in Google Chrome which could blog.com/2021/09/stable-channel-
be exploited by an attacker to execute update-for-desktop _21.html
arbitrary code and denial of service
condition on the targeted system.
17 |CIVN-2021- |Microsoft Edge (Chromium-based) Multiple vulnerabilities have been re-|High https://docs.microsoft.com/en-
0251 prior to 94.0.992.31 ported in Microsoft Edge which could us/DeployEdge/microsoft-edge-
relnotes-security




S |CERT-in Product Vulnerability Threat Description Vulnerability [Vendor URL/ Action
No [Vulnerability Rating
Note No
allow a remote attacker to execute arbi-
trary code, Bypass security restrictions
and disclose sensitive information on
the targeted system.
18 |CIAD-2021- |*Windows Multiple vulnerabilities have been re-|High https://msrc.microsoft.com/update-
0033 *Microsoft Office ported in various Microsoft products, guide/releaseNote/2021-Sep
*Developer Tools which could be exploited by an attacker
*Azure to access sensitive information, bypass
*Browser security restrictions, perform a denial
*Microsoft Dynamics of service (DoS) attack, escalating priv-
ileges, perform Spoofing attacks or ex-
ecuting arbitrary code on the targeted
system.
22 |CIAD-2021- |Google Chrome version prior to A vulnerability has been reported in|High https://chromereleases.google-
0037 94.0.4606.61 for Windows, Mac, and |Google Chrome which could be ex- blog.com/2021/09/stable-channel-
Linux ploited by a remote attacker to execute update-for-desktop_24.html
arbitrary code on the targeted system.
23 |CIAD-2021- |Google Chrome version prior to Multiple vulnerabilities have been re-|High https://chromereleases.google-
0038 94.0.4606.71 for Windows, Mac and  |ported in Google Chrome which could blog.com/2021/09/stable-channel-

Linux

be exploited by a remote attacker to ex-
ecute arbitrary code or obtain sensitive
information on the targeted system.

update-for-desktop_30.html




