
Vulnerability in various Products for July 21-31, 2021, as informed by CERT-In for necessary actions 

 

Detailed Vulnerability Note may be seen from CERT-In Website 

 

https://www.cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES01&VLCODE=CIVN-2021-XXXX, substituting XXXX with the number in second 

column 

 

Kindly confirm action taken. 
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2 CIVN-2021-

0170 

Google Chrome versions prior to 91.0.4472.164 Multiple vulnerabilities have 

been reported in Google 

Chrome which could be ex-

ploited by a remote attacker to 

compromise a targeted sys-

tem. 

High https://chromereleases.google-

blog.com/2021/07/stable-

channel-update-for-desk-

top.html 

 

7 CIVN-2021-

0175 

Google Chrome versions prior to 92.0.4515.107 Multiple vulnerabilities have 

been reported in Google 

Chrome which could be ex-

ploited by a remote attacker to 

compromise a targeted sys-

tem. 

High https://chromereleases.google-

blog.com/2021/07/stable-

channel-update-for-desk-

top_20.html 

10 CIVN-2021-

0178 

•Windows 10 Version 1809 for 32-bit Systems, 

ARM64-based Systems and x64-based Systems 

•Windows 10 Version 1909 for 32-bit Systems, 

ARM64-based Systems and x64-based Systems 

•Windows 10 Version 2004 for 32-bit Systems, 

ARM64-based Systems and x64-based Systems 

•Windows 10 Version 20H2 for 32-bit Systems, 

ARM64-based Systems and x64-based Systems 

•Windows 10 Version 21H1 for 32-bit Systems, 

A vulnerability has been re-

ported in Microsoft Windows 

which could allow a local at-

tacker to gain elevated privi-

leges on the targeted system. 

High https://msrc.microsoft.com/up-

date-guide/vulnerability/CVE-

2021-36934 

https://chromereleases.googleblog.com/2021/07/stable-channel-update-for-desktop_20.html
https://chromereleases.googleblog.com/2021/07/stable-channel-update-for-desktop_20.html
https://chromereleases.googleblog.com/2021/07/stable-channel-update-for-desktop_20.html
https://chromereleases.googleblog.com/2021/07/stable-channel-update-for-desktop_20.html
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ARM64-based Systems and x64-based Systems 

•Windows Server 2019 

•Windows Server 2019 (Server Core installation) 

•Windows Server, version 2004 (Server Core instal-

lation) 

 


