
Vulnerability in various Products for August 11-20, 2021, as informed by CERT-In for necessary actions 

 

Detailed Vulnerability Note may be seen from CERT-In Website 
 

https://www.cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES01&VLCODE=CIVN-2021-XXXX, substituting XXXX with the number in second 

column 
 

Kindly confirm action taken by your organisation in the enclosed compliance sheet. 
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6 CIVN-2021-

0189 

•Mozilla Firefox ver-

sions prior to 91 

•Mozilla Firefox ESR 

versions prior to 78.13 

•Mozilla Thunderbird 

versions prior to 78.13 

Multiple vulnerabilities have been re-

ported in Mozilla Products which 

could allow remote attacker to exe-

cute arbitrary code, escalate privi-

leges, disclose potentially sensitive 

information, or cause denial of service 

conditions on the target system. 

High https://www.mozilla.org/en-US/security/adviso-

ries/mfsa2021-35/ 

 

https://www.mozilla.org/en-US/security/adviso-

ries/mfsa2021-34/ 

 

https://www.mozilla.org/en-US/security/adviso-

ries/mfsa2021-33/ 

13 CIAD-2021-

0028 

Microsoft Windows 

and Office 

Multiple vulnerabilities have been re-

ported in various Microsoft products, 

which could be exploited by an at-

tacker to access sensitive infor-

mation, bypass security restrictions, 

perform a denial of service (DoS) at-

tack, escalating privileges, perform 

Spoofing attacks or executing arbi-

trary codes on the targeted system. 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36948 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36938 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36937 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36936 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36933 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36932 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36927 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36926 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26432 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36948
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36938
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36937
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36936
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36933
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36932
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36927
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36926
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26432
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26433 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26431 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26426 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26424 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34537 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34487 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34536 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34486 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34535 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34534 

 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34483 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34537 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34480 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34530 

 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36947 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36945 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36942 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26425 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34484 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26433
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26431
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26426
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26424
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34537
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34487
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34536
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34486
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34535
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34534
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34483
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34537
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34480
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34530
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36947
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36945
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36942
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26425
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34484
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34533 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34478 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36941 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36940 

 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34533
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34478
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36941

