Vulnerability in various Products for April 01-10, 2022, as informed by CERT-In for necessary actions

Detailed Vulnerability Note may be seen from CERT-In Website

https://www.cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES01&VLCODE=CIVN-2022-XXXX, substituting XXXX with the number in second
column

Please update the below mentioned applications/window’s version to latest version to avoid security risks. Kindly confirm action taken in your organi-

sation.
S |CERT-in Product Vulnerability Threat Description Vulnerability |Vendor URL/ Action
No Vulnerability Rating
Note No
6 |CIVN-2022-  |Remote Code Execution  |A vulnerability has been reported in Google|HIGH Apply appropriate security updates as men-
0167 Vulnerability in Google Chrome which could be exploited by a re- tioned in below link:
Chrome mote attacker to execute arbitrary code on
eGoogle Chrome version [the targeted system. https://chromereleases.google-
prior to 100.0.4896.75 blog.com/2022/04/stable-channel-update-for-
desktop.html
11 [CIVN-2022-  [Multiple Vulnerabilities in  [Multiple vulnerabilities have been reported|HIGH Upgrade to Mozilla Firefox version 99, Firefox
0172 Mozilla Products in Mozilla products which could allow a re- ESR version 91.8 and Firefox Thunderbird ver-
*Morzilla Firefox versions |mote attacker to execute arbitrary code, sions prior to 91.8
prior to 99 privilege escalation, perform spoofing at-
*Mozilla Firefox ESR ver-  |tacks, disclose sensitive information and
sions prior to 91.8 cause denial of service attack on the tar-
*Mozilla Firefox Thunder- |geted system.
bird versions prior to 91.8
12 |CIVN-2022- Multiple vulnerabilities in  |Multiple vulnerabilities have been reported|HIGH Update to Google Chrome OS version
0173 Google Chrome 0S in Google Chrome OS which could be ex- 96.0.4664.204.
*Google Chrome versions |ploited by an attacker to execute arbitrary
prior to 96.0.4664.204. code on the targeted system. https://chromereleases.google-
blog.com/2022/04/long-term-support-channel-
update.htmi




