
Vulnerability in various Products for May 11-20, 2021, as informed by CERT-In for necessary actions 

 

Detailed Vulnerability Note may be seen from CERT-In Website 

 

https://www.cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES01&VLCODE=CIVN-2021-XXXX, substituting XXXX with the number in second 

column 

 

Kindly confirm action taken by your organisation in the enclosed compliance sheet. 

 

S 

No 

CERT-in 

Vulnerability 

Note No 

Product Vulnerability Threat Description Vulnerability 

Rating 

Vendor URL/ Action 

9 CIVN-2021-

0109 

•Mozilla Firefox versions 

prior to 88.0.1 

•Mozilla Firefox for An-

droid prior to 88.1.3 

Multiple vulnerabilities have been reported 

in Mozilla products which could lead to 

cross site scripting attacks and execution of 

arbitrary code on the target system. 

High https://www.mozilla.org/en-US/secu-

rity/advisories/mfsa2021-20/ 

12 CIVN-2021-

0112 

•Google Chrome ver-

sions prior to 

90.0.4430.212 

Multiple vulnerabilities have been reported 

in Google Chrome which could be ex-

ploited by a remote attacker to compromise 

a targeted system. 

High Update to Google Chrome version 

90.0.4430.212 

      

13 CIAD-2021-

0019 

•Windows 

•Microsoft Office 

•Extended Security Up-

dates (ESU) 

•Developer Tools 

•Azure 

•Exchange Server 

•Browser 

•Microsoft Dynamics 

•Open source software 

Multiple vulnerabilities have been reported 

in various Microsoft products, which could 

be exploited by an attacker to access sensi-

tive information, bypass security re-

strictions, perform a denial of service 

(DoS) attack, escalating privileges, per-

form Spoofing attacks or executing arbi-

trary codes on the targeted system. 

High https://msrc.microsoft.com/update-

guide/releaseNote/2021-May 

 


