Vulnerability in various Products for March 21-31, 2022, as informed by CERT-In for necessary actions

Detailed Vulnerability Note may be seen from CERT-In Website

https://www.cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES01&VLCODE=CIVN-2022-X XXX, substituting XXXX with the number in second column

Please update the below mentioned applications/window’s version to latest version to avoid security risks. Kindly confirm action taken in your organisation.

S |CERT-in Vul- |Product Vulnerability Threat Description Vulnera- |Vendor URL/ Action
No |nerability bility Rat-
Note No ing
2 |CIVN-2022- |Multiple Vulnerabilities in |Multiple vulnerabilities have been reported in Mi-|HIGH Upgrade to Microsoft Edge version to
0140 Microsoft Edge (Chro- crosoft Edge (Chromium-based) which could be 99.0.1150.46
mium-based) exploited by an attacker to compromise targeted
*Microsoft Edge version  [system. https://msrc.microsoft.com/update-guide
prior t0 99.0.1150.46
3 |CIVN-2022- |Multiple Vulnerabilities in [Multiple vulnerabilities have been reported in|HIGH Apply appropriate software updates as provided by
0141 Android OS Google Android which could be exploited by an various device manufacturers
*Google Android versions |attacker to obtain sensitive Information, gain ele-
10,11 &12 vated privileges and cause denial of services con-
dition on the targeted system.
10 |CIVN-2022- |Type Confusion Vulnera- |A Vulnerability has been reported in Google|HIGH Upgrade to Google Chrome version 99.0.4844.84
0148 bility in Google Chrome  [Chrome, which could allow a remote attacker to
*Google Chrome Version |execute arbitrary code on the targeted system. https://chromereleases.google-
prior to 99.0.4844.84 for blog.com/2022/03/stable-channel-update-for-desk-
Windows, Mac and Linux top_25.html
12 |CIVN-2022- |Remote code Execution A Vulnerability has been reported in Microsoft|HIGH Upgrade to Microsoft Edge version 99.0.1150.55
0150 Vulnerability in Microsoft |Edge (Chromium-based), which could allow a re-
Edge(Chromium-based) mote attacker to execute arbitrary code on the tar- https://msrc.microsoft.com/update-guide/vulnera-
*Microsoft Edge version  |geted system. bility/CVE-2022-1096
prior t0 99.0.1150.55
19 |CIVN-2022- |Multiple Vulnerabilities in |Multiple vulnerabilities have been reported in|HIGH Upgrade to Google chrome version 100.0.4896.60
0157 Google Chrome Google Chrome which could allow a remote at-
*Google Chrome Version |tacker to execute arbitrary code and access sensi- https://chromereleases.google-
prior to 100.0.4896.60 tive information on the targeted system. blog.com/2022/03/stable-channel-update-for-desk-
top_29.html




